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Introduction

COMPUTER ADMINSTRATION

<arm adgministration refers to the management o
W ATE C\"S‘temg,

f one or mor=
sk 1o performed by a system administrator who mon
wore and allocates system resources like disk space, _,.,,r,” Dackups,

. user access, Manages user accounts, monitors ,,-;.».r Securtty and
.. “arms many other functions

Ay
&l

$ Sysiem nesith

¢« administration is a job done by IT experts for an organiZ

3{ < tp ensure that computer systems and all related services are aorang
e *'f.e- duties in system administration are wide ranging and often vary
g Hending on the type of computer systems being maintained, Lgh
most of them share some common tasks that may be execured

A ~ different
< - - ~s gL M

o

ﬂ:. }”J.

~ *ﬂf\l

Common tasks include installation of new hardware or software, Creating
afv:, managing user accounts, maintaining computer Systems such as sefvers
ane

catabases, and planning and properly responding to system out ‘&’f"w 3

il
yar ous other problems. Other responsibilities may include Lignt prog
or corpting to make the system workflows easier as well as trauminy
-~ Brputer users and assistants.
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“ windows, Linux, or M
pand aging Y4 o Mac syntoms
”.1 dmg 1
‘!H'

1 ﬂu“
'y ]
suble chooting and pros nding techinic sl + Uppart to emplo e

stalling, and conlip
g £ Wguring application saftware aod <o

~at ting ,md nwmumy 3’,')?{ I permissions and nEr BEC ot
Pe ”mmmp re PU‘(N a8 U!!?/ tests and secyri *j monitorie

,m[mammp networks and network file systems

windows 10, version 1803 and later, you can add security questic
cee i mop 4 under Create a local user account '//tr 3roners ¢ ," e

you can reset your Windows 10 local account passpinrd Hot wurs a
23 P U ST W

ng
re st

+ «v‘(
_ayouh \ave? You can check your version.

eI

create @ local user account

~ Select Start > Settings > Accounts and then select Family & other
users. (In some versions of Windows you'll see Other users.,
select Add someone else to this PC.

2.

5 Select | don't have this person’s sign-in information, 2n< or The m2x0
page, select Add a user without a Microsoft account.

4. Enter a user name, pasmord or pasg;qgrd hint—or choose secur sy

questions—and then select Next.
Open Settings and create another account
Change a local user account to an administrator account

1 Select Start > Settings > Accounts.
Under Family & other users, select the account Owner nams .

[ N -

‘Local Account” below the name), then select Change account type.
Note: If you choose an account that shows an email address Or Coesn T
“Local account”, then you're giving administrator permissions 10 2 MicrosoT
account, not a local account.
3. Under Account type, select Administrator. and { then select OK.
4. Sign in with the new administrator account.
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. Settings > Accounts and then select F amily & other
me versions of Windows you'll see Other users

celect Start
In so
dd other user, select Add account.

this person's sign-in information, and on e 7
dd a user without a Microsoft account.

rd, or password hint—or choose secury

hen select Next.

users. (
Next 10 A
select | don't have
page, select A
er a user name, passwo

I

Ent
questions——and t

Anen Settings and create another account

| user account to an administrator account

Change @ loca

select Start > Settings > Accounts .
Under Family & other users, select the account owner name (you should see
“Local account” below the name), then select Change account type.

unt that shows an email address of doesn't 5ay "Local

administrator permissions o d Microsoft account, notd

Note: If you choose an acco
account”, then you're giving
local account.

e, select Administrator, and then select 0K

3 Under Account typ
account.

4. Sign in with the new administrator
10 possesses all the privileges, such as changing

An administrator account in WIindows
talling and uninstalling applications, and

Security o » ) ) . ,
Al uity and configuration settings, InS
owing/limiting other Users' access.
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0 asks to set up an administrator account after a successful
indows 1 inistrator account can create more "administrator” o "
5n adMm windows 10, and want to log in as an administrator t
2751 e on the right page. This article will share hoy, 13
22 Jor in Windows 10.

i

AmM

installation After
standard” accounts i

0 make necessary
login as an

v

gin As an Administrator From Control Pane|
Lo

 way is to log in as an administrator from the Contro} Pane| Here's how to do it
e fIrs

e simple Steps.

1. Open Control Panel by typing "Control Panel" in the Windows 10 search bar.
step !

step 2. Click on the "User Accounts”.
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in password when prompted
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Local Account
Administrator
Password protected

e the status of your account if you're not an administrator (if and
entials of the administrator's account). To do so, apply the
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\ow, 10g out of your current session. Tg (g S0, clic}
o0 3 ofile picture icon. Here, click on the "Sign 'U’t.,“ﬁ‘
>t voul P 0

n
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4 Afer the sign-out, click the Administrator user account

5. Type the password for the account (if yoy set up any)
po 1Y v
r.

-
wm

—~t
-inistralo

oy )

tologin as an

conclusion

-dows 10 offers two g!iﬁerent ways to create a uyser account. One is a Microso#
¢ and the other is a local account. On to o
,5::,_,\,1‘ ”

" " P of this, you can sither Io
T inistrator” or as a "standard user”. There a

re two simp! 93 iras an
» . 0 simple ways to log in as an
Lgministrator in Windows 10, which have been discussed in this article. Now. you can
<y change a "standard user" '

to an "administrator” within a couple of steps.

About local user accounts
Local user accounts are stored locally on the device. These accounts can be

assigned
rights and permissions on a particular device, but on that device only. Local user

accounts are security principals that are used to secure and Manage access to the
resources on a device, for services or users.
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oefau't local user accounts

he defoult local user accounts are built-in accounts that are created 3
. X . 4 - WEED 14 {
ihe operating system is installed. The default loc i

geleted and don't provide access to network reg

imatically when
al user accounts can't be remavar or
ources,

pefault local USE;‘ accounts are used to Manage access to the local device's resources
) tea! - - L5 TR50 L
pased on the rights and permissions that are assigned to the account. The default local

the US€r:
local Computer Management Microsoft Man
management is a collection of administratiy
cemote device.

agement Console (MMC). Computer
€ tools that you can yse to manage a local or

pefault local user accounts are described in the followin

) g sections. Expand each section for more
information.

pefaultAccount

Default local system accounts

SYSTEM
NETWORK SERVICE

LOCAL SERVICE

How to manage local user accounts

The default local user accounts, and the local user accounts you create, are located in
the Users folder. The Users folder is located in Local Users and Groups. For more
information about creating and managing local user accounts, see Manage Local Users.

You can use Local Users and Groups to assign rights and permissions on only the local
server to limit the ability of local users and groups to perform certain actions. A right
authorizes a user to perform certain actions on a server, such as backing up files and
folders or shutting down a server. An access permission is a rule that is associated with
an object, usually a file, folder, or printer. It requlates which users can have access to an
object on the server and in what manner.
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Secunty policy settings

LS
§ 9%

BEras!
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ik
pold®

Aﬂf’"“ 10
M Windows 10

windows 11

o1 e [ERIRTALL tlen Hhu-. lllu COMMON Sscenanos, architectyce and orocesses fryr

i rel
._(~“l"ﬂ)‘u

e ittty

ity policy settings are rules that administrators configure on a cormputer of

devices for protecting resources on a device or network, The Security Settings
the Local Group Policy Editor snap-in allows you to define security
I“”h(_;unnlr::na as part of 4 G”"“!’ Policy Object (GPO), The GPOs are linked to ACti/e
BM““‘Y COMAINErs s;uc;h as sites, dc:)mainf-,, or organizational units, and they enable /0(1
:D nanage security settings for multiple devices from any device joined to the domain.
;J.,.mnw settings policies are used as part of your overall security implementation o

| qecure domain controllers, servers, clients, and other resources in your

gt !
e‘m)ili]_.‘"(‘
»;‘wﬁ',l«jn of

el
organization.

cocutity settings can control;

«  User authentication to a network or device,
« The resources that users are permitted to access,
«  Whether to record a user's or group's actions in the event log.

«  Membership in a group,

1o manage security configurations for multiple devices, you can use one of the
ollowing options.
o Fdit specific security settings in a GPO.
Use the Security Templates snap-in to create a security template that contains the
security policies you want to apply, and then import the security template into a

Group Policy Object. A security template is a file that represents a security
configuration, and it can be imported to a GPO, applied to a local device, or used

to analyze security,
For more info about managing security configurations, see Administer security policy
seftings.
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Local policies. These policies apply to a rnr putar and includd & fi ity

wypes of policy settings

Audi‘ po‘l(y Speg |fw'y '~f‘(,U”T‘/ -‘;\p;“,.l-‘ that

it rost the ‘I.("'l‘i"‘; 7
security events into the S‘J"Uflt‘/ ")'»'J nn the computer, and

specifies what types of security events to log (success fanlura, of
both).

Note

For devices running Windows 7 and later, we recommend 0 Use
the settings under Advanced Audit Policy Configuration ratner
than the Audit Policy settings under Local Policies.

- User Rights Assignment. Specify the users or groups that nave
sign-in rights or privileges on a device

- Security Options. Specify security settings for the computer such
as Administrator and Guest Account names; access to floppy cis
drives and CD-ROM drives; installation of drivers; sign-in prompts,
and so on.

. AGroup Policy Object (GPO) is a group of settings that are created using the
Microsoft Management Console (MMC) Group Policy Editor. GPOs can be
associated with single or numerous Active Directory containers, including
sites, domains, or organizational units (OUs). The MMC allows users to create
GPOs that define registry-based policies, security options, software

installation, and much more.

+ Active Directory applies GPOs in the same, logical order; local policies, site

policies, domain policies and OU policies.
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nange 15 Made Lepide will send the admin a real-time alert and provide the
C ! MR 2

option 1o | |
sdming to maintain a policy of least privilege and ensure the security policies

roll back unwanted changes to their previous state; allowing

of the organization remain intact.
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only and reach your full potential as a system administrator.
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